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AN ACT inrelation to crimnal |aw

Be it enacted by the People of the State of Illinois,

represented in the General Assenbly:

Section 5. The Crimnal Code of 1961 is anended by addi ng
Sections 16-18, 16-19, 16-20, and 16-21 as foll ows:

(720 | LCS 5/16-18 new)

Sec. 16-18. Unlawful conmunication and access devices;

definitions. As used in Sections 16-19, 16-20, and 16-21,

unl ess the context otherw se indi cates:

"Comuni cation device" neans any type of instrunment,

devi ce, machi ne, or equi pnent whi ch is capable of

transnmtting, acquiring, decrypti ng, or recei ving any

tel ephonic, electronic, data, Internet access, audi o, Video,

m crowave, or radio transni ssions, signals, conmunications,

or servi ces, i ncl udi ng t he receipt, acqui sition,

transm ssion, or decryption of all such communications,

transm ssions, signals, or services provided by or through

any cable television, fiber optic, telephone, satellite,

m crowave, radio, I nternet-based, data transm ssion, or

wireless distribution network, system or facility:; or any

part, accessory, or conponent thereof, including any conputer

circuit, security nodule, smart card, software, conputer

chip, electronic nechanismor other conponent, accessory or

part of any communication device which is capable of

facilitating the transm ssion, decryption, acquisition or

reception of all such communi cations, transni ssions, Signals,

Oor servi ces.

"Communi cation service" neans any service lawful ly

provided for a charge or conpensation to facilitate the

lawful origination, transni ssion, em ssion, or reception of

si gns, signals, data, witings, images, and sounds or
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intelligence of any nature by telephone, including cellular

tel ephones or a wre, wreless, radio, electronagnetic,

phot o-el ectronic or photo-optical system and also any

service lawfully provided by any radio, telephone, cable

television, fiber optic, satellite, mcrowave, |nternet-based

or W rel ess distribution network, system facility or

t echnol ogy, i ncl uding, but not limted to, any and al

electronic, data, video, audio, Internet access, telephonic,

m crowave and radi o communi cations, transnissions, signals

and services, and any such conmmuni cations, transm ssions,

signals and services lawfully provided directly or indirectly

by or through any of those networks, systens, facilities or

t echnol ogi es.

"Communi cation service provider" neans: (1) any person or

entity providing any conmuni cation service, whether directly

or indirectly, as areseller, including, but not limted to,

a cellular, paging or other wirel ess conmuni cati ons conpany

or other person or entity which, for a fee, supplies the

facility, cel | site, mobile tel ephone switching office or

ot her equi pnent or connuni cation service; (2) any person or

entity owning or operating any cable television, fiber optic,

satellite, t el ephone, wireless, mcrowave, radio, data

transm ssion or Internet-based distribution network, system

or facility; and (3) any person or entity providing any

communi cation service directly or indirectly by or through

any such distribution system network or facility.

"Unlawful communi cation device" neans any electronic

seri al nunber, mobi | e identification nunber, personal

identification nunber or any communication device that is

capable of acquiring or facilitating the acquisition of a

communi cation service without the express consent or express

aut hori zation of the communi cati on service provider, or that

has been altered, nodified, programed or reprogrammed, al one

or in conjunction with another conmmuni cati on device or other
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equi pnent, to so acquire or facilitate the unauthorized

acqui sition of a conmuni cati on servi ce. " Unl awf ul

conmmuni cati on devi ce" al so neans:

(1) any phone altered to obtain service without the

expr ess consent or expr ess aut hori zation of the

comruni cati on service provi der, t unbl er phone,
counterfeit or cl one phone, t unbl er m crochi p,
counterfeit or clone mcrochip or other i NSt runent

capable of disquising its identity or |ocation or of

gai ni ng unaut hori zed access to a connunications system

operated by a communi cati on service provider; and

(2) any comunication device which is capable of,

or has been altered, designed, nodified, programmed or

repr ogr anned, alone or in conjunction wth another

communi cation device or devices, so as to be capable of,

facilitating t he di srupti on, acqui sition, receipt,

transm ssion or decryption of a conmmunication service

without the express consent or express authorization of

t he conmuni cati on service provider, i ncl udi nq, but not

limted to, any device, technoloqgy, product, service,

equi pnent, conputer software or conponent or part

t her eof , primarily di stri but ed, sol d, desi gned,

assenbl ed, manuf act ur ed, nmodi fi ed, pr ogr anmed,

reprogranmed or used for the purpose of providing the

unaut hori zed recei pt of, transmi ssion of, disruption of,

decrypti on of , access to or acquisition of any

communi cation service provided by any conmuni cati on

servi ce provider

"Manufacture or assenbly of an unlawful comruni cation

device" neans to nake, produce or assenble an unl awful

conmuni cati on devi ce or to nmodify, alter, program or

reprogram a conmuni cati on device to be capable of acquiring,

di srupti ng, receiving, transnmtting, decrypti ng, or

facilitating t he acqui sition, di srupti on, receipt,
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transni ssi on or decryption of, a communication service

wi thout the express consent or express authorization of the

communi cation service provider, or to knowingly assist others

in those activities.

"Unlawful access device" neans any type of instrunent,

devi ce, nmachi ne, equi pnent, technol oqy, or software which is

primarily possessed, used, designed, assenbl ed, nmanufactured,

sold, distributed or offered, pronoted or advertised for the

pur pose of defeating or circunventing any technol ogy, device

or software, or any conponent or part thereof, used by the

provider, owner or licensee of any comuni cation service or

of any data, audio or video prograns or transm ssions to

protect any such comunication, audio or video services,

pr ogr ans or transni ssi ons from unaut hori zed access,

acqui sition, receipt, decryption, disclosure, comunication,

transn ssion or re-transm SSi on.

"Manuf acture or assenbly of an unlawful access device"

means to neke, produce or assenble an unl awful access device

or to nodify, alter, programor re-program any instrunent,

device, nmchine, equipnent or software so that it is capable

of defeating or circunventing any technology, device or

software wused by the provider, owner or licensee of a

communi cation service or of any data, audi o or video prograns

or transnmissions to protect any such conmmunication, data,

audio or video services, prograns or transm ssions from

unaut hori zed access, acqui sition, di scl osure, receipt,

decryption, communi cation, transm ssion or re-transmn ssion.

(720 | LCS 5/16-19 new)

Sec. 16-19. Prohibited acts. A person conmmits an offense

if he or she know ngly:

(1) obtains or uses a connunication service without the

aut hori zation of, or conpensation paid to, the communi cati on

service provider, or assists or instructs any other person in
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doing so with intent to defraud the conmrunication service

(2) possesses, uses, manuf act ur es, assenbl es,

distributes, |eases, transfers, or sells, or offers, pronotes

or advertises for sale, |lease, wuse, or distribution an

unl awf ul communi cati on devi ce:

(A for t he comm SSi on of a t heft of a

comruni cation service or to receive, disrupt, transmt,

decrypt, or acquire, or facilitate the receipt,

di sruption, transm ssion, decryption or acquisition, of

any conmuni cation service without the express consent or

express authorization of the conmuni cati on service

provi der; or

(B) to conceal or to assist another to conceal from

any communication service provider or fromany | awful

authority the existence or place of origin or destination

of any conmuni cati on;

(3) nodifies, alters, pr ogr ans or r epr ogr ans a

conmmuni cati on device f or t he pur poses descri bed in

subdi vision (2)(A) or (2)(B)

(4) possesses, uses, namnufactures, assenbles, |eases,

distributes, sells, or transfers, or offers, pronotes or

adverti ses for sale, use or distribution, any unl awful access

device; or

(5) possesses, uses, prepares, distributes, gives or

otherwise transfers to another or offers, pronotes, or

adverti ses for sale, use or distribution any:

(A) plans or instructions for nmaking or assenbling

an unl awf ul communi cation or access device, under

circunstances evidencing an intent to use or enploy the

unl awful communi cati on or access device, or to allow the

sane to be used or enployed, for a purpose prohibited by

this Section, or knowing or having reason to believe that

the plans or instructions are intended to be used for
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1 manuf acturing or assenbling the unlawful comunication or
2 access device for a purpose prohibited by this Section;
3 or
4 (B) material, including hardware, cables, tools,
5 data, conputer software or ot her i nformati on or
6 equi pnent, knowing that the purchaser or a third person
7 intends to wuse the material in the manufacture or
8 assenbly of an unlawful conmmunication or_ _access device
9 for a purpose prohibited by this Section.
10 (720 ILCS 5/16-20 new)
11 Sec. 16-20. Crimnal penalties.
12 (a) Except for violations of Section 16-19 as provided
13 for in subsection (b) or (c) of this Section, a person who
14 violates Section 16-19 is quilty of a Cass A m sdeneanor.
15 (b) An offense under Section 16-19 is a Cass 4 felony
16 if:
17 (1) the defendant has been convicted previously
18 under Section 16-19 or convicted of any simlar crine in
19 this or any federal or other state jurisdiction; or
20 (2) the violation of Section 16-19 involves at
21 | east 10, but not nore than 50, unlawful communication or
22 access _devi ces.
23 (c) An_ offense under Section 16-19 is a G ass 3 felony
24 if:
25 (1) the defendant has been convicted previously on
26 2 or_ nore occasions for offenses under Section 16-19 or
27 for any simlar crine in this or any federal or other
28 state jurisdiction; or
29 (2) the violation of Section 16-19 involves nore
30 than 50 unl awful communi cation or access devices.
31 (d) For purposes of grading an offense based upon a
32 prior conviction under Section 16-19 or for any simlar crine

33 under subdivisions (b)(1) and (c)(1) of this Section, a prior
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convi cti on shal | consist of convictions upon separate

indictnents or crimnal conplaints for offenses under Section

16-19 or any sinmlar crine in this or any federal or other

state jurisdiction.

(e) As provided for in subdivisions (b)(1) and (c)(1) of

this Section, in grading an offense under Section 16-19 based

upon a prior conviction, the term"any sinmlar crinme" shal

include, but not be limted to, offenses involving theft of

service or fraud, including violations of the Cable

Communi cations Policy Act of 1984 (Public Law 98-549, 98

Stat. 2779).

(f) Separate offenses. For purposes of all crimnal

penalties or fines established for violations of Section

16-19, the prohibited activity established in Section 16-19

as it applies to each unl awful conmmuni cati on or access devi ce

shall be deenmed a separate offense.

(a) Fi nes. For purposes of inposing fines upon

conviction of a defendant for an offense under Section 16-19,

all fines shall be i nposed in accordance with Article 9 of

Chapter V of the Unified Code of Corrections.

(h) Restitution. The court shall, in addition to any

ot her sentence authorized by | aw, sentence a person convicted

of wviolating Section 16-19 to make restitution in the nanner

provided in Article 5 of Chapter V of the Unified Code of

Correcti ons.

(i) Forfeiture of unlawful comunication or access

devi ces. Upon conviction of a defendant under Section 16-19,

the court nmay, in addition to any other sentence authorized

by | aw, direct that the defendant forfeit any unl awful

communi cation or access devices in the defendant's possessi on

or control which were involved in the violation for which the

def endant was convi ct ed.

(1) Venue. An offense under Section 16-19 nmy be deened

to have been committed at either the place where the
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def endant nmanuf actured or assenbl ed an unl awful communi cati on

or access device, or assisted others in doing so, or the

pl ace where the unlawful conmmuni cati on or access device was

sold or delivered to a purchaser or recipient. It is not a

defense to a violation of Section 16-19 that sone of the acts

constituting the offense occurred outside of the State of

Il1inois.

(720 1LCS 5/16-21 new)

Sec. 16-21. Civil acti ons.

(a) Any person aggrieved by a violation of Section 16-19

my bring a civil action in any court of conpet ent

jurisdiction.

(b) The court may:

(1) grant prelimnary and final injunctions to

prevent or restrain violations of Section 16-19 without a

showing by the plaintiff of special dannges, irreparable

harm or i nadequacy of other |egal renedies;

(2) at any tine while an action is pending, order

the inpounding, on such terns as it deens reasonabl e, of

any unl awful communi cation or access device that is in

the custody or control of the violator and that the court

has reasonable cause to believe was involved in the

al l eged violation of Section 16-19;

(3) award danages as described in subsection (c);

(4 inits discretion, award reasonable attorney's

fees and costs, including, but not linmted to, costs for

i nvestiqgation, testing and expert wtness fees, to an

aqqri eved party who prevails:; and

(5) as part of a final judgnent or decree finding a

vi ol ati on of Secti on 16-19, or der the renedi al

nodi ficati on or destruction of any unl awful conmmuni cation

or access device involved in the violation that is in the

custody or control of the violator or has been inpounded
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under subdivision (2) of this subsection (b).

(c) Types of damages recoverable. Damages awarded by a

court under this Section shall be conputed as either of the

(1) Upon his or her election of such danmages at any

tine before final judgnent is entered, the conpl ai ning

party nay recover the actual damages suffered by him or

her as a result of the violation of Section 16-19 and any

profits of the violator that are attributable to the

violation and are not taken into account in conputing the

actual danmges. In determining the violator's profits,

the conplaining party shall be required to prove only the

violator's qross revenue, and the violator shall be

required to prove his or her deductible expenses and the

elenents of profit attributable to factors other than the

viol ation; or

(2) Upon election by the conplaining party at any

tine before final judgnent is entered, that party nay

recover in lieu of actual danmages an award of statutory

damages of not | ess than $250 and not nore than $10, 000

for each unl awful communi cati on or access devi ce i nvol ved

in the action, with the anpunt of statutory danages to be

deternmined by the court, as the court considers just. In

any case, if the court finds that any of the violations

of Section 16-19 were committed wllfully and for

pur poses of commercial advantage or private financial

gain, the court inits discretion nay increase the award

of statutory damages by an amount of not nore than

$50, 000 for each unl awful comruni cati on or access device

i nvolved in the action.

(d) For purposes of all civil remedies established for

vi ol ati ons of Section 16-19, the prohibited activity

established in this Section applies to each unl awf ul

communi cation or access device and shall be deened a separate
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1 violation.

2 (720 ILCS 5/16-10 rep.)
3 (720 ILCS 5/16-11 rep.)
4 (720 ILCS 5/16-12 rep.)
5 (720 ILCS 5/16-13 rep.)

6 Section 10. The Crimnal Code of 1961 is anended by
7 repeal i ng Sections 16-10, 16-11, 16-12, and 16-13.
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